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Abstract. The use of biometric technology in public services in Indonesia has
expanded significantly in line with the digitalization of government
administration and the need for accurate identification systems. The processing
of biometric data such as fingerprints, facial features, and iris scans offers
benefits in improving efficiency and preventing identity misuse; however, it
simultaneously poses serious risks to the protection of citizens” privacy. The
main issues examined concern the legal basis for the use of biometrics in public
services, the potential privacy violations that may arise, and the adequacy of the
existing legal safeguards. This study adopts a normative juridical approach by
examining Indonesian laws and regulations, particularly Law Number 27 of
2022 on Personal Data Protection, as well as regulations governing the
provision of public services and electronic systems. The findings indicate that
biometric data are classified as specific personal data that require a higher level
of protection. Although a legal framework is already in place, the
implementation of privacy protection in public service practices still faces
challenges, including the risk of data breaches, limitations in oversight
mechanisms, and weak fulfillment of data subject rights. Therefore, it is
necessary to strengthen technical regulations, enhance state accountability
mechanisms, and consistently apply privacy protection principles to ensure that
the use of biometrics in public services does not compromise citizens’ right to
privacy.
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INTRODUCTION
The development of biometric technology has driven significant changes
in the delivery of public services in Indonesia. The use of biometrics aims to
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improve the accuracy of identification, service efficiency, and the security of
state administrative systems'. Various public services, ranging from population
administration to access to social services, now rely on biometric technology as
part of the digital transformation of the government sector”.

Biometrics function as instruments of identification and authentication
based on an individual’s physical and biological characteristics’. Unlike
conventional forms of identification, biometric data are unique and inherently
attached to an individual, making them difficult to falsify*. In public services,
the use of biometrics seeks to ensure that services are provided to the correct
subject while preventing identity misuse and duplication of citizens” data’.

Various types of biometric data are used in state administrative systems,
including fingerprints, facial images, iris scans, and voice data®. Fingerprint and
facial data are the most commonly applied in population administration, while
iris and voice biometrics are increasingly being developed for advanced
authentication systems’. The use of diverse biometric data illustrates the
growing dependence of public services on body-based identification
technologies®.

The digitalization of public services in Indonesia has encouraged the
integration of biometric technology into various electronic government
systems’. Population administration programs, healthcare services, social
security schemes, and immigration services increasingly rely on digital systems
to enhance service speed and accuracy'’. In this context, biometrics are viewed
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as a technical solution to address issues of duplicate identities and data
inconsistencies, while also supporting effective governance''.

The use of biometrics in public services provides benefits in the form of
increased efficiency, accuracy, and service security. Identity verification
processes become faster and less prone to errors compared to manual
methods". In addition, biometrics help the government prevent identity fraud
and the misuse of public services”. These advantages position biometric
technology as an important instrument in bureaucratic reform and the
improvement of service quality for the public.

Despite its benefits, the use of biometrics also poses various risks,
particularly in relation to the protection of citizens” privacy. Biometric data are
sensitive and permanent in nature, meaning that data breaches or misuse may
result in long-term consequences'. Risks of excessive surveillance, use beyond
the original purpose, and weak data security systems are issues that require
serious attention in the implementation of biometric-based public services'.

The use of biometric technology in public services is closely linked to the
right to privacy as a fundamental human right'®. Biometric data represent the
most personal form of an individual’s biological identity, thus requiring stricter
safeguards in their processing”. If not clearly regulated, the use of biometrics
may infringe upon citizens’ privacy boundaries, particularly when data are
collected and processed without adequate transparency and control'™.

Biometric data are considered sensitive due to their unique, permanent,
and irreplaceable characteristics in the event of a data breach. Unlike passwords
or identity cards, biometric data are attached to an individual for life. These
characteristics place biometric data within a category of personal data that
requires special legal protection. Poor management of biometric data can pose
serious risks to individual security and freedom.
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In Indonesia, biometrics have been widely used in various public
services, such as population administration through the electronic identity card
(e-KTP), immigration services, and the distribution of social assistance’. These
practices demonstrate the central role of biometrics in the state administrative
system. However, such widespread implementation has not always been
accompanied by sufficient public awareness of personal data rights and the
available mechanisms for privacy protection.

The use of biometrics in public services faces complex regulatory
challenges. Biometric regulation remains fragmented across various sectoral
laws and regulations and has not yet been fully integrated®. This condition may
lead to policy inconsistencies among institutions and varying data security
standards. These challenges highlight the need for a more systematic and
consistent legal framework governing the processing of biometric data.

As the provider of public services, the state bears the primary
responsibility for ensuring the security and protection of citizens” biometric
data®. The state acts not only as a user of technology but also as a personal data
controller. This responsibility requires the state to ensure that all biometric
processing is conducted lawfully, transparently, and accountably, and does not
exceed legally justified public service purposes.

The massive use of biometrics in public services underscores the urgency
of legal studies focusing on privacy protection. Technological developments
that outpace regulatory frameworks may create gaps that enable violations of
citizens’ rights. Therefore, juridical analysis is necessary to assess the
conformity of biometric practices with personal data protection principles and
human rights standards.

Based on the foregoing discussion, the issues examined in this study
include the legal basis for the use of biometrics in public services in Indonesia,
the types of privacy risks arising from the processing of biometric data, and the
extent to which the existing legal framework is capable of providing effective
protection for citizens” privacy rights in the implementation of biometric-based
public services.
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RESEARCH METHODOLOGY

A normative juridical approach is employed to examine the use of
biometric technology in public services and the associated risks of privacy
violations™. This approach emphasizes the analysis of legal norms governing
personal data protection, the provision of public services, and the processing of
biometric data. Through this approach, the study focuses on assessing the
conformity of biometric practices with legal principles and human rights
standards.

The sources of analysis include relevant Indonesian laws and
regulations, particularly Law Number 27 of 2022 on Personal Data Protection,
regulations on population administration, and rules governing the operation of
electronic systems®. The study is also supported by secondary literature in the
form of legal textbooks, academic journals, and scholarly opinions addressing
biometrics, privacy, and technology law.

The analytical technique is conducted in a prescriptive and systematic
manner. Prescriptive analysis is used to formulate normative assessments of
biometric use in accordance with privacy protection principles. Systematic
analysis is carried out by examining the interrelationship among legal norms in
order to evaluate regulatory consistency and identify the need for strengthened
regulation in the delivery of biometric-based public services.

RESULTS AND DISCUSSION
A. Legal Basis for the Use of Biometrics in Public Services in Indonesia

Law Number 27 of 2022 on Personal Data Protection classifies biometric
data as a category of specific personal data. Biometric data are understood as
data generated from the processing of an individual’s physical, physiological,
or behavioral characteristics that enable unique identification. The designation
of biometrics as specific personal data indicates a higher level of protection due
to the potential risks posed to privacy rights and data subject security.

The use of biometrics in population administration in Indonesia has been
widely implemented, particularly through the electronic identity card (e-KTP)
system. Fingerprint data and facial images are used to ensure the uniqueness of
residents” identities and to prevent duplicate identities. This practice provides a
legal basis for the state to utilize biometrics in the interest of orderly
administration, while simultaneously placing the state in a strategic position in
managing citizens’ biometric data.
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In addition to population administration, biometrics are also used in
various electronic public service systems, such as immigration services, social
security programs, and healthcare services. The utilization of biometrics in
electronic systems aims to enhance security and accuracy in user authentication.
Such use is subject to regulations governing the operation of electronic systems,
which require system operators to ensure data security, system reliability, and
the protection of personal data subject rights.

Within the context of public services, the state acts as the controller of
biometric data because it determines the purposes and means of processing
citizens’ data. This position entails significant legal responsibilities, including
the obligation to ensure lawful data processing, limitation to legitimate public
service purposes, and the implementation of adequate safeguards. The state is
also required to ensure that the use of biometrics does not exceed its authority
and continues to respect citizens” privacy rights.

B. Risks of Privacy Violations in the Use of Biometrics

The use of biometrics in public services entails a high risk of data
breaches and misuse. Biometric data are stored in centralized databases and
processed through electronic systems, making them vulnerable to cyberattacks
or unauthorized access. In the event of a breach, the consequences are severe
because biometric data cannot be replaced. This risk necessitates stricter
technical and organizational safeguards compared to ordinary personal data.

In public service practices, biometric data processing is often imposed as
an administrative requirement without providing alternative options for
citizens. This situation raises concerns regarding valid consent, as citizens are
not in an equal position to freely give consent. The use of biometrics without a
clear consent basis may conflict with personal data protection principles,
particularly the principles of lawfulness and purpose limitation.

The massive deployment of biometrics has the potential to encourage
excessive surveillance of citizens. The integration of biometric data across
public services enables extensive tracking of individual activities. Without clear
legal limits, such use may go beyond legitimate public service objectives and
lead to disproportionate social control. This condition raises concerns about the
potential abuse of state authority in the digital sphere.

Privacy risks are further exacerbated by limited oversight and complaint
mechanisms available to data subjects. Citizens are often unaware of how their
biometric data are processed, stored, or shared. Moreover, complaint and
redress mechanisms for biometric data violations are not yet fully effective.
These limitations weaken citizens’ positions in protecting their privacy rights
against the use of biometrics in public services.

51



C. Legal Protection of Citizens’ Biometric Data

Legal protection of biometric data is grounded in personal data
protection principles, such as lawfulness of processing, purpose limitation, data
minimization, security, and accountability. These principles require that
biometric processing be conducted lawfully, restricted to clearly defined public
service purposes, and accompanied by adequate technical and organizational
safeguards. The application of these principles serves as a normative basis for
preventing violations of citizens’ privacy rights.

As data subjects, citizens possess certain rights in relation to biometric
data processing, including the right to information, the right of access, the right
to rectification, and the right to erasure in accordance with the law. These rights
aim to provide individuals with control over their biometric data. However, in
the context of public services, the fulfillment of data subject rights often faces
limitations due to state administrative interests, thereby necessitating clear and
transparent mechanisms.

The protection of biometric data is also reflected in the affirmation of the
responsibilities of public service providers as data controllers. Service providers
are obligated to ensure data security, prevent unauthorized access, and bear
responsibility for losses arising from data breaches. Provisions on
administrative, civil, and criminal sanctions function as enforcement
instruments to ensure that biometric data management is carried out prudently
and responsibly.

Although a legal framework for the protection of biometric data is
already in place, a gap remains between legal norms and public service
practices. The implementation of data protection principles is often suboptimal
due to limited institutional capacity, oversight, and privacy literacy. This gap
indicates the need to strengthen legal implementation so that biometric data
protection does not remain merely normative, but is realized in actual practice.

D. Directions for Strengthening Biometric Regulation in Public Services

Strengthening biometric regulation requires technical rules that establish
detailed standards for the security and governance of biometric data
processing. These standards include encryption, access control, periodic audits,
and data breach incident management. Uniform technical regulations are
essential to reduce disparities in practices among institutions and to ensure
consistent protection of biometric data across all public services.

In addition to technical standards, oversight and accountability
mechanisms must be reinforced to ensure compliance by public service
providers. Effective internal and external supervision, including compliance
reporting and the handling of data subject complaints, is essential. State
accountability as a data controller requires transparency in biometric processing
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policies and the imposition of firm sanctions for violations in order to prevent
abuses of authority.

An ideal model for the use of biometrics places privacy protection as a
primary principle. Biometric processing should be proportional, purpose-based,
and provide non-biometric alternatives where possible. The principles of
privacy by design and privacy by default should be integrated from the system
design stage of public services, ensuring that the use of biometrics supports
service efficiency without compromising citizens” privacy rights.

CONCLUSION AND RECOMMENDATIONS

The use of biometric technology in public services in Indonesia has a clear
legal basis and provides significant benefits in improving the accuracy and
efficiency of service delivery. However, the sensitive and permanent nature of
biometric data poses a high risk of privacy violations if not managed with due
care. Although the existing legal framework recognizes the importance of
protecting biometric data, its implementation in public service practices still
faces various challenges. The legal implications of biometric use require the
state to perform a dual role responsibly, both as a provider of public services
and as a controller of personal data. Risks of data breaches, excessive
surveillance, and limited fulfillment of data subject rights highlight the need to
balance state administrative interests with the protection of citizens’ privacy
rights. Without strong oversight and accountability mechanisms, the use of
biometrics may undermine public trust in government services. As a normative
recommendation, it is necessary to strengthen technical regulations governing
security standards and the governance of biometric data in public services.
Policymakers and service providers should enhance transparency, oversight
mechanisms, and access to remedies for data subjects. In addition, integrating
privacy protection principles from the system design stage is a crucial step to
ensure that the use of biometrics aligns with the protection of human rights and
legal certainty.
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