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Abstract. Distributed Denial of Service (DDoS) attacks continue to threaten servers, websites, and critical
infrastructure, with SYN flood remaining one of the most common attack types. Manual detection through firewall
rules is slow, non-adaptive to new patterns, and dependent on scarce security expertise. This paper presents a
machine learning approach that classifies network traffic as benign or SYN flood attack using LightGBM in DART
boosting mode, and benchmarks two hyperparameter tuning strategies: GridSearchCV and Optuna. Experiments use
the CIC-DD0S2019 dataset, specifically the SYN flood training subset of 3,517 samples with 37.3% benign and
62.7% attack traffic. Preprocessing removes identity columns that cause data leakage, handles infinite values,
encodes labels, and keeps numeric features, while class imbalance is addressed with balanced class weights. The
model is evaluated with stratified 5-fold cross-validation using precision, recall, Fl-score, and F1-macro.
GridSearchCV exhaustively tests 4 discrete combinations of max_depth and num_leaves, while Optuna explores a
wider continuous space over 8 trials with Bayesian TPE, keeping the learning rate fixed at 0.1 for a fair comparison.
GridSearchCV achieves an F1-macro of 0.9912 in 38.44 seconds, while Optuna achieves 0.9909 in 30.15 seconds,
making Optuna approximately 21% faster with a negligible F1 difference of 0.0003. Confusion matrices show near-
perfect detection with only 29 false negatives in both models, and feature importance analysis identifies packet size,
flow duration, and inter-arrival time as the key discriminating signals. The main contribution is empirical evidence
that Bayesian hyperparameter optimization matches exhaustive grid search quality while substantially reducing
tuning time for intrusion detection models.

Received August 2026 / Revised September 2026 / Accepted October 2026

This work is licensed under a Creative Commons Attribution 4.0 International License.

Keywords: DDoS detection; LightGBM; DART; hyperparameter tuning; Optuna; GridSearchCV; CIC-DD0S2019

INTRODUCTION

Distributed Denial of Service (DDoS) attacks overwhelm servers, websites, and critical infrastructure
with massive traffic volumes, causing service disruption and financial loss. Among attack types, SYN
flood exploits the TCP handshake mechanism to exhaust server resources until the target crashes [1].
Traditional defenses based on manually configured firewall rules are slow to update, cannot adapt to
novel attack patterns, and require specialized security expertise. Machine learning offers an automatic and
adaptive alternative by learning traffic behavior patterns from data [2].

Public benchmark datasets have enabled systematic progress in this area. The CIC-DD0S2019 dataset
provides realistic DDoS attack captures with a detailed taxonomy [3], building on the earlier CIC-
IDS2017 intrusion detection dataset [4]. Deep learning approaches such as DDoSNet and LUCID have
shown strong detection performance on these datasets [5][6], while ensemble methods including CNN
ensembles and classical classifiers remain competitive [7][8]. Gradient boosting frameworks are
particularly attractive for tabular network traffic features: XGBoost demonstrated effective DDoS
detection in software-defined networks [9], XGBoost-based intrusion detection systems perform well on
benchmark data [10], and CatBoost offers unbiased boosting with categorical features [11]. Feature
engineering and model optimization further improve classification quality [12].

LightGBM, a highly efficient gradient boosting decision tree framework, is well suited to large-scale
tabular data [13]. Its DART mode brings the dropout technique from deep learning into gradient boosting:
at each iteration a portion of trees is randomly dropped so that new trees correct the errors of the
remaining ones, preventing early trees from dominating and reducing overfitting [14]. Hyperparameter
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tuning critically affects such models. Grid search exhaustively evaluates discrete combinations but wastes
computation on poor regions [15], while Bayesian optimization learns from previous trials to focus on
promising areas [16], with tree-structured Parzen estimators providing an efficient surrogate model [17].
Optuna implements this approach in a modern, define-by-run optimization framework [18].

This paper benchmarks GridSearchCV against Optuna for tuning a LightGBM classifier in DART mode
on SYN flood detection. The contributions are (1) a leakage-aware preprocessing pipeline for the CIC-
DDo0S2019 SYN subset, (2) a controlled comparison of exhaustive versus Bayesian tuning with the
learning rate fixed, and (3) empirical evidence on detection quality, tuning speed, confusion matrices, and
feature importance. Class imbalance is handled through balanced class weights [19], and evaluation uses
stratified cross-validation [20] with precision-recall based metrics appropriate for imbalanced security
data [21][22].

METHODS

Dataset

The experiments use the CIC-DD0S2019 dataset from the Canadian Institute for Cybersecurity at the
University of New Brunswick, which provides realistic DDoS attack captures with a documented
taxonomy [3]. The specific file used is the SYN flood training subset (Syn-Training.parquet), containing
3,517 samples representing 5% of the original data. Class composition is shown in Table 1: 1,313 benign
samples (37.3%) and 2,204 SYN flood attack samples (62.7%). The dataset is imbalanced with attacks
dominant, which is addressed through balanced class weights rather than resampling [23][24].

Table 1. Class Composition of the Training Data

Class Count Percentage
Benign (Normal) 1,313 37.3%
SYN Flood Attack 2,204 62.7%
Total Samples 3,517 100%
Preprocessing

Preprocessing follows a leakage-aware pipeline illustrated in Fig. 1. Data leakage occurs when features
reveal information that would be unavailable at prediction time, causing the model to memorize rather
than learn attack behavior. Table 2 lists the removed columns: Flow ID, Source IP, and Destination IP are
identity attributes rather than traffic behavior features; Timestamp is irrelevant for classification; and
SimillarHTTP is unrelated to the task. Additional cleaning replaces infinite values in numeric features
with NaN and drops rows containing NaN, encodes the categorical labels numerically (benign as 0, SYN
flood as 1), and retains only numeric features to ensure consistent input types.

Table 2. Removed Columns for Data Leakage Prevention

Column Reason for Removal
Flow ID, Source IP, Destination IP Specific identities, not traffic behavior features
Timestamp Not relevant for classification
SimillarHTTP Column not relevant to the classification task
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Figure 1. Experiment Pipeline from Dataset to Evaluation

LightGBM with DART Boosting

LightGBM is a gradient boosting framework based on decision trees that builds trees sequentially, with
each new tree correcting the errors of the previous ones, and is highly efficient for large tabular data [13].
DART (Dropouts meet Multiple Additive Regression Trees) adapts the dropout technique to boosting: at
each iteration a fraction of existing trees is randomly dropped, a new tree is built to correct the errors of
the remaining trees, and the dropped trees are reintroduced, which prevents early trees from dominating
the ensemble and mitigates overfitting [14]. The fixed hyperparameters are listed in Table 3: 50
estimators, a dropout rate of 0.2, balanced class weights to handle the imbalanced classes, and a binary
objective for the two-class problem.

Table 3. Fixed Hyperparameters of the LightGBM Model

Parameter Value Function
n_estimators 50 Total number of trees built
drop_rate 0.2 Dropout rate in DART mode
class_weight balanced Handles class proportion imbalance
objective binary Binary classification (2 classes)

Hyperparameter Tuning

Two tuning strategies are compared under controlled conditions, with the search spaces summarized in
Table 4. GridSearchCV performs brute-force evaluation of 4 discrete combinations: max_depth in {5, 10}
and num_leaves in {20, 40}, with no adaptation between trials [15]. Optuna performs Bayesian
optimization with the tree-structured Parzen estimator [17][16]: it learns from previous trials, avoids poor
regions, and explores a wider continuous space over 8 trials with max_depth in [5, 12] and num_leaves in
[20, 50] [18]. The learning rate is fixed at 0.1 in both methods so that the comparison isolates the search
strategy for max_depth and num_leaves rather than confounding it with learning rate differences.

Table 4. Hyperparameter Search Spaces

Parameter GridSearchCV Optuna
max_depth {5, 10} suggest_int(5, 12)
num_leaves {20, 40} suggest_int(20, 50)
learning_rate 0.1 (fixed) 0.1 (fixed)
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Strategy Brute-force, 4 combinations Bayesian TPE, 8 trials

Evaluation Protocol

Model evaluation uses stratified 5-fold cross-validation: the data is split into 5 folds, each preserving the
benign-to-attack class ratio, and the model is trained and validated 5 times in rotation, yielding a stable
performance estimate unbiased by any single split [20]. The metrics are precision (TP/(TP+FP)), recall
(TP/(TP+FN)), F1-score (2PR/(P+R)), and F1-macro, the average of per-class F1 scores, which evaluates
fairly without bias toward the majority class. In cybersecurity, recall is the most critical metric because
missed attacks (false negatives) are far more dangerous than false alarms (false positives) [22].

RESULT AND DISCUSSION

Benchmarking Results

Table 5 compares the two tuning strategies. GridSearchCV achieves an F1-macro of 0.9912 in 38.44
seconds, while Optuna achieves 0.9909 in 30.15 seconds. Optuna is approximately 21% faster, the F1
difference of 0.0003 is practically insignificant, and Optuna explores a wider parameter space in less
time. The speed advantage comes from the search strategy: GridSearchCV must test every combination
including poorly performing ones with no mechanism to learn from previous results, while Optuna's
Bayesian TPE avoids bad trials and concentrates the search on promising regions of the parameter space.

Table 5. Benchmarking Comparison of Tuning Strategies

Method Execution Time (s) F1-Macro
GridSearchCV 38.44 0.9912
Optuna (Bayesian TPE) 30.15 0.9909

Classification Performance

Table 6 reports the classification reports for both models. Precision and recall are high for both classes:
benign traffic reaches 0.98 precision and 1.00 recall, while SYN attacks reach 1.00 precision and 0.99
recall, with macro averages of 0.99 across the board. The near-identical reports confirm that the choice of
tuning strategy does not sacrifice prediction quality.

Table 6. Classification Reports

Class GridSearch  GridSearch  GridSearch Optuna Optuna Optuna F1
CVv CV Recall CVF1 Precision Recall
Precision
Benign 0.98 1.00 0.99 0.98 1.00 0.99
SYN Attack 1.00 0.99 0.99 1.00 0.99 0.99
Macro Avg 0.99 0.99 0.99 0.99 0.99 0.99

Confusion Matrix Analysis

Fig. 2 shows the confusion matrix for the GridSearchCV-tuned model: 1,313 true negatives (benign
correctly detected), 2,175 true positives (SYN flood correctly detected), 29 false negatives (attacks
missed), and 0 false positives (no false alarms). Fig. 3 shows the Optuna-tuned model: 1,312 true
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negatives, 2,175 true positives, 29 false negatives, and 1 false positive. Both models miss the same 29
attack samples, representing 1.3% of total attacks that evade detection, which remains a concern in real
security deployments where every missed attack matters. The single false positive of the Optuna model is

negligible by comparison.

Confusion Matrix (GridSearchCV)
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Figure 2. Confusion Matrix of the GridSearchCV-Tuned Model
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Confusion Matrix (Optuna)
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Figure 3. Confusion Matrix of the Optuna-Tuned Model

Feature Importance

Fig. 4 shows the top 10 feature importances for the GridSearchCV model, led by Avg_Packet_Size (70),
Fwd_IAT Min (63), and Init_ Bwd_Win_Bytes (56). Fig. 5 shows the Optuna model, led by
Flow_Duration (164), Fwd_IAT_Min (110), and Init Bwd_Win_Bytes (83). Both models agree on the
key insight: packet size, flow duration, and inter-arrival time are the primary signals distinguishing
normal traffic from SYN flood attacks. The difference in the top-ranked feature reflects the different
hyperparameter configurations found by each tuner, yet the discriminating feature family remains
consistent, which increases confidence that the models learn genuine attack behavior rather than artifacts.
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Top 10 Feature Importance (GridSearchCV)
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Figure 4. Top 10 Feature Importance of the GridSearchCV-Tuned Model

Top 10 Feature Importance (Optuna)
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Figure 5. Top 10 Feature Importance of the Optuna-Tuned Model
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Discussion

The results align with prior evidence that gradient boosting is highly effective for intrusion detection on
tabular flow features [9][10]. The DART mode's dropout regularization contributes to the strong
generalization observed, consistent with its design goal of preventing early-tree dominance [14].
Compared with deep learning detectors such as DDoSNet and LUCID [5][6], the LightGBM approach
achieves comparable detection quality with far lower training cost and full feature-level interpretability.
The tuning comparison echoes the broader hyperparameter optimization literature: Bayesian methods
reach grid-comparable optima with fewer evaluations [17][16]. A limitation is that experiments cover
only the SYN flood subset; extending to other DDoS attack types such as DNS, LDAP, and UDP,
comparing against XGBoost, CatBoost, and Random Forest [25][11][26], and integrating the model into a
real-time network monitoring system remain future work. Evaluation on the full dataset rather than the
5% subset would further strengthen the findings [27]. Alternative imbalance treatments such as
adversarial SMOTE variants [28] and deep architectures tailored to imbalanced network traffic [29] were
not explored here, and single-threshold summaries such as the Matthews correlation coefficient [30]
could complement the reported precision-recall metrics in future evaluations.

CONCLUSION

This paper presented SYN flood detection using LightGBM in DART mode with a controlled benchmark
of GridSearchCV against Optuna hyperparameter tuning on the CIC-DD0S2019 dataset. Both strategies
achieve an Fl-macro of 0.99 with near-perfect confusion matrices, while Optuna is approximately 21%
faster and explores a wider parameter space. Feature importance analysis identifies packet size, flow
duration, and inter-arrival time as the main discriminating signals. The practical implication is that for
large-scale machine learning, Bayesian optimization is preferable to grid search: it delivers equal quality
with substantially less tuning time. Future work includes extending coverage to other DDoS attack types,
comparing additional algorithms, and deploying the model for real-time network monitoring.
Comparative studies of machine-learning algorithms for DDoS prediction likewise report accuracies
above 99% for ensemble methods on large network-traffic datasets [31], and Al-based intrusion detection
has been evaluated for related campus-network threat scenarios [32].
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